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ROLE PROFILE
	
	

	Role Title:
	ICT Network Specialist - Core

	Grade:
	PO4

	Responsible to:
	ICT Infrastructure Manager 

	Responsible for:
	ICT Senior Network Engineer, ICT Network Engineer, ICT Assistant Network Engineer and ICT Technical Support Engineer - Network

	Liaison with:
	Police Officers, Police Staff, General Public, External Organisations, Agencies and Partnerships

	Required Vetting Level:
	MV/SC – Management Vetting/Security Clearance

	Date Published:
	December 2025



	Role Purpose
	The post holder will be required to Lead a team of technical specialists to develop, implement, and maintain South Wales Police’s 24/7 network infrastructure. Ensure a secure, efficient, and resilient converged network by establishing standardized delivery frameworks. Provide backup for ICT Network Specialists (Voice and Fabric) and support both daily operations and project work. Deliver digital program priorities within agreed timescales while aligning with organizational vision and managerial requirements.


	Main Responsibilities 

	Advice and Guidance

	
	· Provide expert advice and guidance on complex and/or escalated technical issues
· Prepare analyse and present management information to senior managers and Chief Officers 
· Promote innovative solutions through the provision of expert knowledge and advice

	
	Analysis and Reporting

	
	· Consider proposed management information and take forward justifiable recommendations to chief officers

	
	Business Improvement	

	
	· Lead initiatives to improve business processes
· Identify, propose and implement developments and improvements to the area, unit or project for the mutual benefit of the force and customers

	
	Customer Service and Representation

	
	· To present a positive image and service to both internal and external customers
· Individuals are required to effectively engage with internal and external customers at all levels, in order to provide a high-quality standard of service
· Maintain confidentiality in relation to data protection issues and Management of Police Information (MOPI) standards

	
	Finance

	
	· Contribute to the implementation of the budget proposals
· Monitor the department’s budget making sure it operates effectively within budgetary constraints and maintain appropriate records

	
	Organisation/Planning

	
	· Contribute to the organisation of associated resources, such as people, systems, and equipment
· Contribute to the development, implementation, and promotion of the departmental/BCU plans and service level agreements
· Monitor approved business plans and budgets for the department/service
· To oversee and monitor the work of the department to deliver sound advice and support

	
	People Management

	
	· Allocate work and monitor the standard and performance of functional managers and team performance and ensure resolution of any issues
· Manage the recruitment, development motivation and change within a team

	
	Policies and Procedures

	
	· Advise staff and external contacts within areas of specialism to ensure compliance with Force procedures, regulations, and legislation to influence decision-making
· To promote and provide consistent application of force strategy and policies in the most efficient and effective way
· Keep abreast of future technical/investigative developments to improve the departments service with a proactive view to future developments

	
	Project Management

	
	· Organise and manage the day-to-day delivery of subject area or projects including planning and deployment of resources

	
	Risk Management and Legal Compliance

	
	· Ensure compliance with all regulations and policy guidelines
· Identify risks and act on findings
· Ensure department/team meets its obligation with regards to Health & Safety
· Assist in the resolution of escalated and serious problems

	
	System and Equipment

	
	· Ensure associated systems and equipment is meeting the departments’ requirement
· Ensure associated systems and equipment are fit for purpose and utilised correctly

	
	In addition, the post holder must be prepared to undertake such additional duties which may result from changing circumstances, but which may not of necessity, change the general character or level of responsibility of the post.

	Qualifications

	Essential

· Must possess a relevant degree or other significant ICT related qualification (Cisco CCNP or equivalent) or be able to demonstrate equivalent skills and abilities in networking

Desirable

· IT Service Management (ITIL Foundation)
· Qualification from leading manufacturers of related Information Technology
· IOSH or NEBOSH qualified or suitable experience


	Skills

	Essential

· Strongs skills in network architecture, design, installation, and management of on-premise and cloud-hybrid infrastructures. 
· Advanced network analysis and 3rd-line troubleshooting. 
· Proven experience in IT Service Management and day-to-day network operations. 
· Ability to act as senior supplier at project board level. 
·  Skilled in network capacity planning across LAN, WLAN, WAN, Wi-Fi, MPLS, SD-WAN, and data center/cloud technologies. 
· Leadership experience managing technical specialist teams.

Desirable

· Experience within a project management environment.
· Experience of design, installation and managing a telephony network infrastructure 
· Welsh Language Level 2 - Can understand the essence of a conversation in Welsh and can convey basic information and respond to simple requests in Welsh. Can use Welsh to transfer telephone calls. Can introduce oneself and others by name, role, and location/organisation. Can contribute in a meeting partly in Welsh.

	Knowledge

	Essential

· Proven experience leading the network operations of enterprise-scale architecture and environments.  
· Must demonstrate a strong understanding of delivering an in-house technical service including:

· Network Architecture and Design,
· Network Cloud Provision and Services,
· Datacentre Interconnectivity,
· Communication and Routing Protocol,
· Wired and Wireless,
· Network Platforms, Systems and Software,
· Network and Voice Protocols,
· Operations Management,
· Cyber Security management

· Leading technical relationships with vendors and carriers including supporting the procurement team(s) defining and tendering contracts.
· Security measures and counter measures for organisations hosting classified data.
· Disaster Recovery strategies and implementations.
· Must have a good understanding of Data Protection and Freedom of Information issues.
· Strong knowledge of Layer 2/3 switches, routers, and network security (firewalls, IDS/IPS). 
· In-depth understanding of network security and infrastructure-level change management. 

Desirable

· Broad general knowledge of the Networks and wider ICT industry
· Aware of the strategic operational implications that network and voice system have upon operationally critical services.
· Practical experience of Unified Communications 
· Strategic experience of the Telecommunication industry
· Practical experience of datacentre power distribution and facilities.
· Understands and has engaged in the industry procurement routes for WAN circuits
· Knowledge of Managing and Working Safely including Electrical Safety.


	Personal Qualities

	Serving the Public
Demonstrates a real belief in public service, focusing on what matters to the public and will best serve their interests
Ensures that all staff understand, expectations, needs and concerns of different communities and strive to address them
Builds public confidence by actively engaging with different communities, partners and stakeholders 
Identifies the best way to deliver services to different communities
Understands partners’ perspectives and priorities and works in tandem with them to deliver the best possible overall service to the public, building public confidence

Professionalism
Acts with integrity, in line with values of the Police Service
Acts on own initiative to address issues, showing energy and determination to get things done.
Takes ownership for resolving problems, demonstrating courage and resilience in dealing with difficult and potentially challenging situations
Upholds professional standards, acting a role model to others and challenging unprofessional conduct or discriminatory behaviour
Remains calm and professional under pressure, defusing conflict and being prepared to make unpopular decisions or take control when required

Leading Change
Positive about change, adapting to changing circumstances and encouraging flexibility in others
Identifies and implements improvements to service delivery, engaging people in the change process and encouraging them to contribute ideas
Finds more cost effective ways to do things, taking an innovative approach to solving problems and considers radical alternatives
Asks for and acts on feedback, learning from experience and continuing to develop own professional skills and knowledge

Leading People
Inspires people to meet challenging goals, maintaining the momentum of change.
Gives direction and states expectations clearly
Talks positively about policing, creating enthusiasm and commitment
Motivates staff by giving genuine praise, highlighting success and recognising good performance
Gives honest and constructive feedback to help people understand their strengths and weaknesses
Invests time in developing people by coaching and mentoring them, providing developmental opportunities for staff and encouraging them to take on new responsibilities

Managing Performance
Translates strategy into specific plans and actions, effectively managing competing priorities with available resources
Takes a planned and organised approach to achieving objectives, defining clear timescales and outcome
Identifies opportunities to reduce costs and ensure maximum value for money is achieved
Demonstrates forward thinking, anticipating and dealing with issues before they arise
Delegates responsibilities appropriately and empowers other to make decisions
Monitors progress and holds people to account for delivery, highlighting good practice and effectively addressing underperformance

Decision Making
Gathers, verifies and assesses all appropriate and available information to gain an accurate understanding of situations
Considers a range of possible options, evaluating evidence and seeking advice where appropriate
Makes clear, timely, justifiable decisions, reviewing these as necessary
Balances risk, cost and benefits, thinking about the wider impact of decisions
Exercises discretion and applies professional judgement, ensuring actions and decisions are proportionate and in the public interest

Working with Others
Builds effective working relationships with people through clear communication and collaborative approach
Maintains visibility by regularly interacting and talking with people
Consults widely and involves people in decision making, speaking to people in a way they understand and can engage with
Treats people with respect and dignity regardless of their background or circumstances promoting equality and the elimination of discrimination
Treats people as individuals, showing tact, empathy and compassion
Sells ideas convincingly, setting out the benefits of a particular approach and striving to reach mutually beneficial solutions
Expresses own views positively and constructively and fully commits to team decisions



All individuals of South Wales Police must display the qualities to be able to work in an organisation with minority groups and provide service to minority groups in communities. They must show that they are able to contribute to an open, fair working environment where inappropriate behaviour is not permitted. They must display no evidence of the likelihood to contribute in any way to work place bullying or any other form of discriminatory behaviour. 

This role is subject to participation of an on-call rota when needed, which includes any period from the end of normal office working hours to the beginning of normal office working hours the next day and a twelve-hour period at weekends or on a public holiday for which a payment will be made in line with the Police Staff Council England & Wales handbook to cover the requirement to be available to deal with work issues either away from or at the workplace.

Method of Assessment

When completing your application please ensure you only complete the sections marked below as these are the sections you will be marked against for the shortlisting stage of your application.

	
	Shortlisting

	Qualifications
	Yes

	Skills 
	Yes

	Knowledge
	Yes

	Personal Quality – Serving the Public
	

	Personal Quality – Professionalism
	

	Personal Quality – Leading Change
	

	Personal Quality – Leading People
	

	Personal Quality – Managing Performance
	

	Personal Quality – Decision Making
	

	Personal Quality – Working with Others
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